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Linda K. Gardner 
Senior Associate General Counsel 

And Chief Privacy Officer 
600 New Century Parkway 

New Century, KS 66031 
linda .gardner@centurylink.com 

913-353-7030 

February 23, 2016 

By Electronic Filing 

Marlene H. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 1ih Street, S.W. 
Suite 1W-A325 
Washington, OC 20554 

RE: EB Docket No. 06-36 

Dear Ms. Dortch: 

Pursuant to Commission rule 47 C.F.R. Section 64.2009(e), Centurylink hereby 
submits its annual CPNI Certification for 2015 for its affiliates listed on "Exhibit 3" of the 
attached document. 

Please feel free to contact me if you need additional information. 

Respectfully submitted, 

~k ~ 
Linda K. Gardner 
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Amlual 4-7 C.F.R. § 64.~009(e) CPNI CerHflcatlon 
EB Doclcet No. 06-36 

Annual 64.2009(-a-) Customer Proprietary Network 1nf-ormation (CPNI) Certification for 2016, 
covering the prior co1endar year 2015 

Dat"0 flied: February 16, 2016 

Name of companies covered by this certification; 

form 499 Flier ID: See Exhibit 3 

Name of signatory: .Shlrlsh lal 

ntle of signatory: Chief Marketing Officer 

I, Shirish Loi, am on officer of CenturyUnk and acting os ar'1 dgent 0f that company, and on 
behalf of the companles identified tn Exhlbit 3 (collectively CenturyUnk), I certify that I have 
personal knowledge that these companies have establlsned operoflng procedures that are 
adequate to ensure compliance with the Federal Communications Commlssfon (FCC) CPNI 
rules. See 47 C.F.R. § 64.2001 et seq. My personal knowledge Is base·d, In part on the personal 
knowledge of those persons who r~present to me that their organlzations have procedures In 
place adequate to ensure compliance with the FCC's CPNI rules. 

Attached to this certtflcctl'on Is on accompanying ~atemefilt (Exhibit 1) descflbfng how the 
various companies hav~ estobl!shed operattng procedures that ore adequate to ensure 
compfiance with the requR:ements set forth In section 64.2001 et seq. 6f fhe FCC's rules . 

. ActJons Against Dgta Brok,frs.. None of the Cen;turyLlnk companies took action in 2015 agdinsi 
data brokers either In courts or before regulatory bodies. 

Customer Comptolnts. See Exhibit 2. 

~gnedJU .,& ~ 

(Electronic Signature) 
Attachments: Accompanying Statement expla1nln.g CPNI procedures, Exhibit 1 

S-ummory of Customer Complaints, Exhibit 2 Centurylink Company Names/499 
Filer IDs tor CPNI Certification, Exhibit 3 



EXHIBIT 1 TO COMPUANCE CERTlFlCAYE 
CenturyUnk Statement oi OperQtlng Ptoe-edures 

Below, CenturyUnk describes its operating procedures adequate to ensure compliance With the 
Federal Communications Commission (FCC) Customer Propr1etary Network lnforrncrtlon (CPNI) 
rules set forth in 47 C.F.R., Subpart U. The following processes and octiv1ties ore utilized by 
CenturyLlnk prior to Its submission of Its certification. 

l . Lea ders of CenturyUnk business units that may use CPNI or be Involved with soles, 
matketlng, customer care or repair certify to CenturyUnk's CPNI Certi.fying Officer that, 
based on thelt personal knowledge. thelr b usfness and market units have p(Octices and 
procedures In pl'ace adequate to ensure compliance wffh the FCC's CPNI rutes. 

2. Apart from such cert1flcatlonS, as port of Its standard operating procedures, CenturyLink 
takes advantage of the expertise and experfence of various non-sales and marketing 
personnel In addressing privacy and CPNI Issues. CenturyUnk has a Chief Privacy Officer 
(CPO) within the Legal organization whose duties Include advice and counsel on a 
variety of privacy and CPNI Issues. The CPO' s team includes an experienced 
Compliance Manager who is prlmarny designated to Odd1e$ Ohd counsel on the proper 
uses of CPNI. In addition, the Information Security group within Product Development 
and Technology assists with many teehnlcot aspeC'fs of CPNI protection. Flrrolly, 
Centuryllnk employees lnteroct w ith senior tegal counseJ experlenc$d on CPNI matters 
when legal analysls or advice is required. 

3. So that CPNI issues are timely and uniformly resolved across the business, In addition to 
ad hoc calls held as required, the designated CPNI Compltance Manager conducts 
CPNI conference calls which include the senior CPNI l~al counsel. When appropriate. 
members of the business units. CenturyUnk's CPO. or other CenturyLink attorneys will also 
attend thGSe coifs. During these cans. CPNl-reldted questions are discussed. Issues ore 
raised, soluttons are reached and octlon plans established if necessary. In addition, the 
CPNI Certifying Officer may be consulted or advised of issues as apPfopriate. 

4. The CPO team oss1sts Ce-nturyUnk b'uslness unJ1s as CPNl-refated Issues or questions arise, 
Including those involved In prodllct development, 1ralnfng. and supervision of mark.a.ling 
campaigns. A CPO team member also attends weekly meetings where new initiatives 
and changes to existing processes, Which may or moy not be related to CPNI. are 
reviewed. If that CPO team member believes there coutt'.I be CPNI and privacy reloted 
Issues t·hat arise out of the project. a CPO team member Is Included In ongoing meetings 
to provide continuing advice. This cboperatlve and collaborotlve c ross-disclpline 
approach to CPNJ-l$ues management creates an atmosphere and structure that frames 
and supports operating procedures adequate to ensure compllance with the FCC's 
CPNJ rules. 

5. CenturyUnk employees receive CPNI training through a variety of mechanisms and 
programs. The CPNI training program explains Cenf\JryUnk'S legal obltgatlons regarding 
the use, storage, protection and dlsclosure of CPNI and discusses the applicatlon of the 
FCC's rules to the company's operations. New customer care employees receive CPNJ 
training as port of their Initial job training. All emp loyees are also p ro\llded wtth one of 
two versions of OMual CPNl train ing. Employees with direct sales, m01ketlhg and 
product responsibilities receive more--detoll~d tralnin'g .on the proper use and pfotectlon 



of CPNI than oth.$T employees. In addition, tailored training Is conduch~d ds needed or 
requested by patticuldr work groups to ensYre that they more fully uriderstond the 
requirements as they relate to fh°c;jlr partfou!at !Unction, 

6. Beyond Its fo~rnat training, C-enturyUnk hCJS created CPNI methods and procedures 
avoUctble for employees that era lll<:ety to access, use or disclose CPNI. The m9'fhods and 
procedures cover such steps as appropriately authen;tlcatlng cu&iomers, obtolnlng one· 
tlme CPNI use permlssron, the use of passwords, and any ~equired change notiffcotlons. 
CenturyUnk publishes Ira procedures lnterhdlly for easy access and consultation and uses 
those procedures In face-to-face training sessions, as well. Customer care employees 
have CPNI resources availabte In their onli.ne reference repository and supervtsors 
perlodloally provide refresher training on fhe procedures, portlcularly whefe o gap or 
potential area of concern has been ldentlfted. 

7. CenturyUnk takes reasonable measures to discover and pfotect ogaln~ attempts to goin 
unauthorized access to CPNI. Customer inrormatfon Is maintained In password protected 
da tabases that can onty be accessed by authort:z:ed employees for appr.opriote 
pufPOSes suah as responding to customer questions about their s.eNice or bill, or to 
address requests for troublesho.oflng or repair. CenturyUnk performs routine security 
evatuatlons and assessments on its systems, lncludlng those containing CPNI. 
Addltlonally. CenturyUnk's Information Seculiiy group performs external penetratton tests 
on internet-facing web portals to ensure proper security. In addition. only those persons 
with duties that require access to CPNI to p erforr)I their Job funct1ons are ellglble for such 
access. and access Is controlled through centrally managed User IDs and pass codes. 

8. centuryUnk hos also adopted a Data Breach Incident Response Plan that Identifies for 
ernp1oyees how to report a suspected breach and the roles and responsiblltties for 
lnvesttgating, mitigating. notifying and correcting My breach. Wher~ the reporting of 
CPNI breeches is required under the FCC-mandated process Q.e., to the Dato Breach 
Reporting portal), CenturyUnk' s senior CPNl Compliance Manager reviews the facts of 
the matter; and if. after lnvestigo11on, determines a breach has occurred. reports the 
breach. Century'Link maintains a log of these reports and such log is maintained for at 
least two years. 

9. CenturyLJnk has adopted discJpllnary processes, incorporated Into the company's 
corporate compliance procedures and communicated to employees, to addr-ess 
employee mlshandllng or misuse of CPNI. Corporate Security, Legal or Human Resources 
personnel investigate instances of poten11al improper acc~ss to or disclosure of CPNI by 
employees. If the Investigation Indicates a violation has occurred, appropriate 
disciplinary action, ranging from coaching to termlnationJ will follow. 

10. CenturyUnk's companies that use CPNI for marketing purposes use either the opt-out or 
opt-in method to obtain customer approval, depending upon the legacy company. For 
legacy CenturyUnk companies, customers are first Informed of the apt-out procedures 
through a CPNI notice sent to new customers and are glv~n a mfnfmum of at least 30 
days to opt-out prior to CenturyUnk uslng thejr CPNI for marketing purposes. CenturyUnk 
sends out biennial opt-out notices to Its customer base, the last of which was sent In 2015. 
Customers are able to opt-out at no cost to them and to change their decision as 1hey 
choose by contaci1ng the company. There is a 1-800# desgned to pr.ovtde 24x7 access 
for customers to record their election. Ar1 opt-In mechonlsrn ls currently used for legacy 
Qwest customers. 



11 . The database marketlng group generates customer 'llsts for oil marketing campalgn.s, 
Supervisory review o:cows to Identify those rnar'l<etlhg compa1g·ns that Intend t.o use CPNI 
to market telecommunlca~ons services beyond those that customers currently subscribe 
to.. Records are generated regarding the campaign, Including such details as: a 
description of the campaign Oncludlng the proposed dates and campaign purpose), 
any CPNI that was used and the products or services Int.ended to be offered. 
Documentat ion of campaigns Is maintained for a year. Use of the CPNI by agents for 
marketing campaigns is also documented. 

12. CenturyUnk uses both employees and agents to market and sell itS services. Whe.ri It 
works through ogems, the agents are reCNired to abide by all CPNI regulations, and to 
have approPflote protections and training in place to ensure the ongoing conf!den:tiaJity 
of the CPNI; limit access. to persons who have a need to know such information in 
connection with the performance of the colitroct; and restrict the use of CPNI solay to 
the performance of the contract, In connection with the provisioning and marketing of 
communications related services and products. 

13. Centuryllnk otso mokes CPNf avafiable to vendors who market CenturyUnk's and their 
own services when those vendor:s hove proof of authorization from the customer. These 
vendors generally sell •packages'" of products. Including telecommuntcafions and 
informafton services, a nd customer premlses equlprru:int (CPE). 

14, CenturyUnk' s standard contracts with cusromers. supplfers and agents treat CP:NI as 
confidentiol, subject to protection from Inappropriate disclosure. Contracts with 
customers require prior written approval before CPNI can be drsclosed to third parties, 
except to the extent that disclosure is required for the purpose of the agreement or os 
required by low. 

15. Centuryllnk's Privacy Polley and assooloted Frequently Asked Questions (FAQs) dlso 
include a lengthy dlscusslon of CPNI, with a lin k to the FCC's webpage that addre-sses 
CPNI and the Commission ·s rule. 



EXHIBIT 2 TO COMPLIANCE CERTIFICATE 

Summary of CenturyUnk Complaints or tncldenoes Concernlfl9 Unauthorlted Release of CPNI 

ln 2015, CenturyUnk substantiated one complaint frorn Its customer or lncidence regarding 
unauthorized release of their CPNI. After an investlga:Aon. this complaint feU Into the toflowlng 
category 

~· Complaint or Incident based on improper dfsdosure or potential diSc:losure of CPN! to 
unauthorized third-party: 1 



Exhibit 3 TO COMPLIANCE C~RTIFICAT£ 

CenturyLlnk Company Nonies/ 499 Filer toi for CPNI Certlftedflon 

Company Narne 499FUer ID 
CenturvTel of Port Aransas, Inc. 804156 
CenturyTel of GlalbQme. tnc, 804159 
C~nturvT13I of Cemtrql 1:.oulslana, LLC 804162 
CenturyTel of Mountain Home. lnc. 804165 
CenturvT~ of North Mlsslsslooi, Inc. 804168 
CenturyTel of Arkoncsos. Inc. 804171 
CenturvTeI of North Lourslona, LLC 804174 
CenturyTel of East Lrn,iisiona, Ll,.C 804177 
CenturyTel of South Arkansas, Inc 804180 
CenturyTel of Southeast Louisiana. LLC 80418~ 
CenturyTel of Evanaeline, LLC 804186 
CenturyTel of Southwest Louisiana, LLC 804189 
CenturvTet of Northwest louis!ona, Inc. 604198 
CenturyTel of Odon, Inc. 804192 
CenturyTel of Central fndlana, Inc. 804195 
GenturvTel of Midwest - MIChla,on. Inc. 804201 
CenturyTei of Wisconsin, LLC 804204 
CenturyTel of Southern Wisconsin. LLC 005725 
CenturvTel of Fairwater-Brandon-Alto, LLC 800683 
CenturyTel of Chester. inc. 804207 
CenturyTel of Idaho, Inc. 804210 
CenturyTel of Adomsvlne, Inc. 804213 
CenturyTel of Recffletd, Inc. 804216 
CenturvTel of Central Atkonsas, LlC 820918 
CenturyTel of Northwest Arkansas, LlC 8~998 
Spectra Communlcations Grouo. LLC 820461 
Telephone USA of wtsconsfh, LLC 820906 
CenturvTel of Centro! Wisconsin, LLC 820908 
CenturvTel of Mlchlaan, Inc. $04219 
CenturyTel of ForesMlle, LLC 8042~ 
CenturvTel of Larsen-Readfield, LLC 804225 
CenturyTel of Monroe County, LLC 804228 
CenturyTel of Northwest Wisconsin, ~LC 804231 
CenturyTel of Colorado, Inc. 804234 
CenturvTet of Norfhern Wisconsin, LLC 804237 
CenturyTel of the Southwest. Inc, 817886 
CenturyTel of Ooltewah-Colooeoor~" Inc. S04246 
CenturvTel of Ohio, Inc. 804249 
CenturyTel of Chatham, LLC 8042.52 
CenturyTel of San Marcos, Inc. 804255 
CenturyTel of Northern Mlchiaan, Inc. 804256 
CenturyTel of Lake Dallas, Inc. 802890 



CenturvTel of Rlnaaold, LLC 804759 
CenturvTel of Woshinaton, Inc. 806259 
CenturvTel of Inter-Island. Inc. 806260 
CenturvTel of Cowiche Inc. 807099 
CentLJrvTel of Eastern Oreaon. Inc. 806263 
CenturyTel of Oreoon, Inc. 8062o2 
Cenh,JrvTel of Montono, Inc. 806265 
CenturvTel of the Gem State, Inc. 817854 
CenturvTel of EaEJle, Inc. 806277 
CenturvTel of Wvomlna, Inc. 806274 
CenturvTel of 1he Midwest - Wisconsin, LLC 817862 
CenturvTel of the Midwest - K.endall, LLC 801408 
CenturyTel of Uooer Mlchloan. Inc. 815632 
CenturvTel of Mrnnesota, Inc. 805554 
CenturvTel of Postvme, Inc. 805557 
CenturvTel of Atabama, LLC 822566 
CenturyTel of Ml~url. LLC 622668 
Go11atJn River Communic:otlons, L.L.C. 818006 
Gutt Telephone-Comoanv 802182 
Co.ostal Utilities, Jnc. 808152 
Mebtel, Inc. 802263 
EmbQro Corooration 822076 
CenturvUnk Public Communications, Inc. 820698 
The El Paso Countv Teleohone Comoonv 807684 
Qwest Corooration 808440 
CenturvUnk Communiccrtlons, LLC 808882 
Sawis Communications Coroorarion 823962 


